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ANTI-MONEY LAUNDERING POLICY
(December 2023)



EONE GENERAL TRADING PTE. LTD 1S REGISTERED IN SINGAPORE, WITH COMPANY REGISTRATION NUMBER 201822737W
OPERATING UNDER UNDER THE MINISTRY OF FINANCE OF THE GOVERNMENT OF SINGAPORE. THE TRADING NAME E ONE (HEREINAFTER
“THE COMPANY").

THE COMPANY MAY USE THE SERVICES OF ITS SISTER COMPANY, EONE GENERAL TRADING , A COMPANY INCORPORATED AND
VALIDLY EXISTING UNDER THE LAWS OF THE UAE, WHICH MAY PROVIDE CUSTODY AND PAYING AGENT SERVICES TO THE COMPANY AND,
THEREFORE, PROCEED WITH THE PROCESSING OF DEPOSITS AND WITHDRAWALS VIA DIFFERENT PAYMENT METHODS.

THE COMPANY HAS IMPLEMENTED POLICIES, CONTROLS AND PROCEDURES IN LINE WITH THE FINANCIAL INTELLIGENCE

CENTRE , AND THE PROTECTION OF CONSTITUTIONAL DEMOCRACY AGAINST TERRORIST AND RELATED ACTIVITIES ,UNDER THE GUIDANCE
ON HOW TO COMPLY WITH THESE REQUIREMENTS. THE PHRASE “MONEY LAUNDERING” COVERS ALL PROCEDURES TO CONCEAL THE
ORIGINS OF CRIMINAL PROCEEDS SO THAT THEY APPEAR TO ORIGINATE FROM A LEGITIMATE SOURCE. THE COMPANY AIMS TO DETECT,
MANAGE AND MITIGATE THE RISKS ASSOCIATED WITH MONEY LAUNDERING AND THE FINANCING OF TERRORISM. THE COMPANY HAS
INTRODUCED STRICT POLICY AIMED ON THE DETECTION, RISK PREVENTION OR MITIGATION IN RESPECT OF ANY SUSPICIOUS ACTIVITIES
PERFORMED BY CLIENTS.

THE COMPANY IS REQUIRED TO CONSTANTLY MONITOR ITS LEVEL OF EXPOSURE TO THE RISK OF MONEY LAUNDERING AND
THE FINANCING OF TERRORISM.

THE COMPANY BELIEVES THAT IF IT KNOWS ITS CLIENTS WELL AND UNDERSTANDS THEIR INSTRUCTIONS THOROUGHLY, IT WILL
BE BETTER PLACED TO ASSESS RISKS AND SPOT SUSPICIOUS ACTIVITIES.

EFFECTIVE CLIENT DUE DILIGENCE ("CDD”) MEASURES ARE ESSENTIAL TO THE MANAGEMENT OF MONEY LAUNDERING
AND TERRORIST FINANCING RISK. CDD MEANS IDENTIFYING THE CLIENT AND VERIFYING THEIR TRUE IDENTITY ON THE BASIS
OF DOCUMENTS, DATA OR INFORMATION BOTH AT THE MOMENT OF STARTING A BUSINESS RELATIONSHIP WITH CLIENT AND
ON AN ONGOING BASIS. THE CLIENT IDENTIFICATION AND VERIFICATION PROCEDURES REQUIRE, FIRST, THE COLLECTION OF
DATA AND, SECOND, ATTEMPTS TO VERIFY THAT DATA.

DURING THE ACCOUNT REGISTRATION PROCESS AN INDIVIDUAL CLIENT PROVIDES THE FOLLOWING IDENTIFICATION
INFORMATION TO THE COMPANY:

=

CLIENT'S FULL NAME;

CLIENT'S DATE OF BIRTH;

COUNTRY OF RESIDENCE/LOCATION OF CLIENT;
IMOBILE TELEPHONE NUMBER AND E-MAIL.

DURING THE ACCOUNT REGISTRATION PROCESS A CORPORATE CLIENT PROVIDES THE FOLLOWING IDENTIFICATION
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INFORMATION TO THE COMPANY AS A MINIMUM:

FULL COMPANY NAME;

=

REGISTRATION NUMBER AND DATE;

COUNTRY OF REGISTRATION/INCORPORATION;

REGISTERED ADDRESS;

MOBILE TELEPHONE NUMBER AND E-MAIL.

NAMES OF DIRECTORS

NAMES OF SHAREHOLDERS UP TO THE ULTIMATE BENEFICIAL OWNERS (UBOS).

APPROPRIATE DOCUMENTS FOR VERIFYING THE IDENTITY OF CLIENT INCLUDE, BUT ARE NOT LIMITED TO, THE FOLLOWING:

FOR AN INDIVIDUAL CLIENT: A HIGH-RESOLUTION SCANNED COPY OR PHOTO OF PAGES OF A PASSPORT OR ANY
OTHER NATIONAL ID, OR A CURRENT VALID DRIVING LICENSE (WHERE THE FINANCIAL INSTITUTION IS SATISFIED
THAT THE DRIVING LICENSING AUTHORITY CARRIES OUT A CHECK ON THE HOLDER'S IDENTITY BEFORE ISSUING THE
LICENSE) INDICATING FAMILY NAME AND NAME(S), DATE AND PLACE OF BIRTH, PASSPORT NUMBER, ISSUE AND
EXPIRY DATES, COUNTRY OF ISSUE AND CLIENT’S SIGNATURE AND A CLEAR, NON-EDITED SELFIE.

FOR A CORPORATE CLIENT: A HIGH-RESOLUTION COPY OF DOCUMENTS SHOWING THE EXISTENCE OF THE ENTITY,
SUCH AS CERTIFICATE OF INCORPORATION, AND, WHERE APPLICABLE, CERTIFICATE OF CHANGE OF NAME,
CERTIFICATE OF GOOD STANDING, ARTICLES OF INCORPORATION, A GOVERNMENT ISSUED BUSINESS LICENSE (IF
APPLICABLE), ETC.

TO VERIFY PROOF OF ADDRESS OF THE CLIENT THE COMPANY REQUIRES ONE OF THE FOLLOWING TO BE PROVIDED, IN THE
SAME CORRECT NAME OF THE CLIENT:

A HIGH-RESOLUTION COPY OF A UTILITY BILL (FIXED-LINE PHONE, WATER, ELECTRICITY) ISSUED WITHIN THE LAST 3
MONTHS;

A COPY OF A TAX OR RATES BILL FROM A LOCAL AUTHORITY;

A COPY OF A BANK STATEMENT (FOR A CURRENT ACCOUNT, DEPOSIT ACCOUNT OR CREDIT CARD ACCOUNT);

A COPY OF A BANK REFERENCE LETTER.

THE INFORMATION AND DOCUMENTS WILL BE AUTOMATICALLY VERIFIED BY THE COMPANY’S ELECTRONIC SYSTEM OR 3RD
PARTY IDENTITY VERIFICATION SOFTWARE OR BY THE COMPANY’S STAFF. THE CLIENT’S INFORMATION IS VERIFIED AGAINST
ELECTRONIC DATABASES FOR CONFIRMATION OF IDENTITY DETAILS AND LEGAL STATUS SUCH AS CRIMINAL RECORD, POLITICAL
ASSOCIATIONS, SANCTIONS LISTS ETC.

THE 3RD PARTY SYSTEM THAT IS USED BY THE COMPANY FOR VERIFICATION PURPOSES FULFILS THE BELOW CONDITIONS:

1. 1S REGISTERED WITH THE DATA PROTECTION COMMISSIONER IN THE COUNTRY FROM WHICH IT OPERATES, FOR
THE PURPOSES OF SAFETY OR THE PERSONAL DATA AND

2. ELECTRONIC DATABASES PROVIDE ACCESS TO INFORMATION THAT REFERS TO BOTH CURRENT AND PREVIOUS
SITUATIONS THAT INDICATE THAT THE PERSON ACTUALLY EXISTS AND INCLUDE POSITIVE INFORMATION (AT LEAST FULL
NAME, ADDRESS AND DATE OF BIRTH OF THE CLIENT) AS WELL AS NEGATIVE INFORMATION (EG COMMITTING OFFENSES
SUCH AS IDENTITY THEFT, INCLUSION IN FILES OF DECEASED PERSONS, INCLUSION IN LISTS OF SANCTIONS AND RESTRICTIVE



MEASURES BY THE COUNCIL OF THE EUROPEAN UNION, INTERPOL AND THE SECURITY COUNCIL UN).

3. USES MULTIPLE SOURCES OF INFORMATION WHICH UPDATE IN REAL-TIME AS WELL AS PRESENT ALERTS
WHENEVER INFORMATION IN THE SYSTEM REGARDING A VERIFIED CLIENT, WILL CHANGE (EG. A PREVIOUSLY VERIFIED
CLIENT HAS NOW BEEN ADDED TO A SANCTIONS LIST)

4. PROVIDE DETAILS AS TO WHAT KIND OF INFORMATION WAS RESEARCHED AND RESULTED IN EITHER VALIDATION OR
INVALIDATION OF THE CLIENT’S VERIFICATION

5. ALLOWS THE COMPANY TO KEEP RECORDS OF THE INFORMATION THAT WAS VERIFIED AS WELL AS THE
VERIFICATION RESULTS

6. ELECTRONIC DATABASES CONTAIN A WIDE RANGE OF SOURCES, WITH INFORMATION FROM VARIOUS TIME
INTERVALS, UPDATED TO REAL-TIME UPDATE AND SEND NOTIFICATIONS TRIGGER ALERTS WHEN IMPORTANT DATA IS
DIFFERENTIATED.

7. HAS ESTABLISHED TRANSPARENT PROCEDURES THAT ALLOW TO THE COMPANY TO IDENTIFY WHAT INFORMATION
HAS BEEN SEARCHED FOR, WHICH ONES ARE THEIR EFFECTS AND THEIR IMPORTANCE IN RELATION TO THE DEGREE
CERTAINTY AS TO THE IDENTITY OF THE CLIENT.

POTENTIAL SANCTIONS MATCHES ARE REVIEWED BY THE RESPONSIBLE PERSONS AND IF THE MATCHES ARE FOUND TO BE
ACCURATE AND TRUE THE CLIENT GETS REJECTED.

WHEN MAKING A FUNDS DEPOSIT OR FUNDS WITHDRAWAL VIA CREDIT/DEBIT CARD WHICH IS NOT 3D SECURE, A CLIENT IS
REQUIRED TO PROVIDE A SCANNED COPY OR PHOTO OF THE CREDIT/DEBIT CARD (FRONT AND BACK SIDE). THE FRONT SIDE
OF CREDIT/DEBIT CARD SHOULD SHOW THE CARDHOLDER'S FULL NAME, THE EXPIRY DATE AND THE FIRST SIX AND THE LAST
FOUR DIGITS OF THE CARD NUMBER (THE REST OF THE DIGITS MAY BE COVERED). THE COPY OR SCAN OF THE REVERSE SIDE
OF CREDIT/DEBIT CARD SHOULD SHOW THE CARDHOLDER'S SIGNATURE, BUT THE CVC2/CVV2 CODE MUST BE MASKED.

IF AN EXISTING CLIENT EITHER REFUSES TO PROVIDE THE INFORMATION DESCRIBED ABOVE OR IF A CLIENT HAS
INTENTIONALLY PROVIDED MISLEADING INFORMATION, THE COMPANY, AFTER CONSIDERING THE RISKS INVOLVED, WILL
CONSIDER CLOSING ANY OF THE EXISTING CLIENT’S ACCOUNTS.

THE REGULATIONS MEASURES REQUIRE FURTHER RESEARCH AND IDENTIFICATION OF CLIENTS WHO MAY POSE A
POTENTIALLY HIGH RISK OF MONEY LAUNDERING/TERRORISM FINANCING. |F THE COMPANY HAS ASSESSED THAT THE
BUSINESS RELATIONSHIP WITH A CLIENT POSES A HIGH RISK, IT WILL APPLY THE FOLLOWING ADDITIONAL MEASURES:

OBTAINING THE INFORMATION RELATING TO THE SOURCE OF THE FUNDS OR THE WEALTH OF THE CLIENT WILL BE
REQUIRED (THIS WILL BE DONE VIA E-MAIL, CLIENT PORTAL TICKETING SYSTEM OR PHONE);

SEEK FURTHER INFORMATION FROM THE CLIENT OR FROM COMPANY’S OWN RESEARCH AND THIRD-PARTY
SOURCES
IN ORDER TO CLARIFY OR UPDATE THE CLIENT’S INFORMATION, OBTAIN ANY FURTHER OR ADDITIONAL
INFORMATION,
CLARIFY THE NATURE AND PURPOSE OF THE CLIENT’S TRANSACTIONS WITH COMPANY.

WHEN OBTAINING INFORMATION TO VERIFY THE CLIENT’S STATEMENTS ABOUT SOURCE OF FUNDS OR WEALTH, THE
COMPANY’S STAFF WILL MOST OFTEN ASK FOR AND SCRUTINIZE DETAILS OF THE PERSON’S EMPLOYMENT STATUS OR
BUSINESS/OCCUPATION. THE COMPANY’S STAFF WILL ASK FOR WHATEVER ADDITIONAL DATA OR PROOF OF THAT
EMPLOYMENT/OCCUPATION THAT MAY BE DEEMED NECESSARY IN THE SITUATION, PARTICULARLY THE APPROPRIATE



CONFIRMING DOCUMENTS (EMPLOYMENT AGREEMENTS, BANK STATEMENTS, LETTER FROM EMPLOYER OR BUSINESS,
FINANCIAL STATEMENTS ETC.).

THE COMPANY WILL CONDUCT ONGOING CLIENT DUE DILIGENCE AND ACCOUNT MONITORING FOR ALL BUSINESS
RELATIONSHIPS WITH CLIENTS. IT PARTICULARLY INVOLVES REGULARLY REVIEWING AND REFRESHING COMPANY’S VIEW OF
WHAT ITS CLIENTS ARE DOING, THE LEVEL OF RISK THEY POSE, AND WHETHER ANYTHING IS INCONSISTENT WITH
INFORMATION OR BELIEFS PREVIOUSLY HELD ABOUT THE CLIENT. IT CAN ALSO INCLUDE ANYTHING THAT APPEARS TO BE A
MATERIAL CHANGE IN THE NATURE OR PURPOSE OF THE CLIENT’S BUSINESS RELATIONSHIP WITH COMPANY.

THE COMPANY’S REFUND POLICY IS AN INTEGRAL PART OF THE CLIENT AGREEMENT AND CAN BE FOUND ON THE
COMPANY’S WEBSITE AT WWW.EONEFX.COM THE REFUND POLICY CONTAINS ALL THE RELEVANT INFORMATION
REGARDING PAYMENTS TO AND FROM THE COMPANY AND MEASURES TAKEN PREVENT MONEY LAUNDERING AND
TERRORIST FINANCING.

THE COMPANY SHALL APPOINT AN AML COMPLIANCE OFFICER, WHO WILL BE FULLY RESPONSIBLE FOR THE COMPANY’S
AML AND CFT PROGRAM AND REPORT TO THE BOARD OF THE COMPANY OR A COMMITTEE THEREOF ANY MATERIAL
BREACHES OF THE INTERNAL AML POLICY AND PROCEDURES AND OF THE REGULATIONS, CODES AND STANDARDS OF GOOD
PRACTICE.

=

ENSURING THE COMPANY’S COMPLIANCE WITH THE REQUIREMENTS OF THE REGULATIONS;

ESTABLISHING AND MAINTAINING INTERNAL AML PROGRAM;

ESTABLISHING AN AUDIT FUNCTION TO TEST ITS ANTI-MONEY LAUNDERING AND COMBATING THE FINANCING OF
TERRORISM PROCEDURES AND SYSTEMS;

TRAINING EMPLOYEES TO RECOGNIZE SUSPICIOUS TRANSACTIONS;

RECEIVING AND INVESTIGATING INTERNAL SUSPICIOUS ACTIVITY AND TRANSACTION REPORTS FROM STAFF AND
MAKING REPORTS TO THE FIU WHERE APPROPRIATE;

ENSURING THAT PROPER AML RECORDS ARE KEPT;

B =

B =

OBTAINING AND UPDATING INTERNATIONAL FINDINGS CONCERNING COUNTRIES WITH INADEQUATE AML
SYSTEMS, LAWS OR MEASURES.

ALL COMPANY EMPLOYEES, MANAGERS AND DIRECTORS MUST BE AWARE OF THIS POLICY.

EMPLOYEES, MANAGERS AND DIRECTORS WHO ARE ENGAGED IN AML RELATED DUTIES MUST BE SUITABLY VETTED. THIS
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INCLUDES A CRIMINAL CHECK DONE AT THE TIME OF EMPLOYMENT AND MONITORING DURING EMPLOYMENT. ANY
VIOLATION OF THIS POLICY OR AN AML PROGRAM MUST BE REPORTED IN CONFIDENCE TO THE AML COMPLIANCE OFFICER,
UNLESS THE VIOLATION IMPLICATES THE AML COMPLIANCE OFFICER, IN WHICH CASE THE EMPLOYEE MUST REPORT THE
VIOLATION TO THE BOARD OF DIRECTORS.

EMPLOYEES WHO WORK IN AREAS THAT ARE SUSCEPTIBLE TO MONEY LAUNDERING OR FINANCING TERRORISM SCHEMES
MUST BE TRAINED IN HOW TO COMPLY WITH THIS POLICY OR THE AML PROGRAM. THIS INCLUDES KNOWING HOW TO BE
ALERT TO MONEY LAUNDERING AND TERRORISM FINANCING RISKS AND WHAT TO DO ONCE THE RISKS ARE IDENTIFIED.

THE COMPANY PROVIDES AML TRAINING TO EMPLOYEES WHO WILL BE DEALING WITH CLIENTS OR WILL BE INVOLVED IN
ANY AML CHECKING, VERIFICATION OR MONITORING PROCESSES. THE COMPANY MAY CONDUCT ITS TRAINING INTERNALLY
OR HIRE EXTERNAL THIRD-PARTY CONSULTANTS.

EACH PERSON EMPLOYED WITHIN THE COMPANY IS ASSIGNED A SUPERVISOR WHO TEACHES HIM OR HER IN RELATION TO
ALL POLICIES, PROCEDURES, CLIENT DOCUMENTATION FORMS AND REQUIREMENTS, FOREX MARKETS, TRADING PLATFORMS,
ETC.

THE COMPANY’S AML TRAINING PROGRAM IS AIMED TO ENSURE ITS EMPLOYEES RECEIVE APPROPRIATE TRAINING LEVEL
WITH REGARDS TO ANY POSSIBLE AML/TF RISKS.

=

THE COMPANY’S COMMITMENT TO THE PREVENTION, DETECTION AND REPORTING OF ML AND TF CRIMES.

EXAMPLES OF ML AND TF THAT HAVE BEEN DETECTED IN SIMILAR ORGANIZATIONS, TO CREATE AN AWARENESS

OF THE POTENTIAL ML AND TF RISKS WHICH MAY BE FACED BY THE COMPANY’S EMPLOYEES

WELL KNOWN OR RECOGNIZED TYPOLOGIES, ESPECIALLY WHERE MADE AVAILABLE BY THE FATF OR AML

SUPERVISORS.

THE CONSEQUENCES OF ML AND TF FOR THE COMPANY, INCLUDING POTENTIAL LEGAL LIABILITY.

THE RESPONSIBILITIES OF THE COMPANY UNDER THE AML ACT AND REGULATIONS.

THOSE PARTICULAR RESPONSIBILITIES OF EMPLOYEES AS IDENTIFIED IN THIS AML POLICY, AND HOW EMPLOYEES

ARE EXPECTED TO FOLLOW THE COMPANY’S AML PROCEDURES.

HOW TO IDENTIFY AND REPORT UNUSUAL ACTIVITY THAT MAY BE A SUSPICIOUS TRANSACTION OR ATTEMPTED
TRANSACTION.

THE RULES THAT APPLY AGAINST UNLAWFUL DISCLOSURE OF SUSPICIOUS TRANSACTIONS (“TIPPING OFF”).
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